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2018年度第1回
ヒトゲノム研究倫理を考える会
─クラウド／データ共有における研究倫理について考える─

下記のGSユニットウェブサイトから参加登録をお願いします。
https://www.genomics-society.jp/news/event/post-381.php/

主催者：文部科学省科学研究費新学術領域「先進ゲノム支援」ゲノム科学と社会ユニット(GSユニット)
お問い合わせ先：大阪大学大学院医学系研究科医の倫理と公共政策学

06-6879-3688 workshop@eth.med.osaka-u.ac.jp

2018年6月8日（金）15：00～17：00（14：30開場）
大阪大学（吹田キャンパス）大阪府吹田市山田丘2-2

最先端医療イノベーションセンター1階 マルチメディアホール

近年、ゲノム研究においても大量のデータを扱
う必要があり、クラウドの利用が始まっているこ
とから、今回は「クラウド／データ共有」をテー
マにヒトゲノム研究倫理を考える会を開催いたし
ます。

大学・研究機関の倫理審査関係者、研究者等

50名・無料

プログラム
15：00～15：05 開会の挨拶 加藤和人（大阪大学・教授）
15：05～15：35 クラウドを活用した研究基盤の構築

合田憲人（国立情報学研究所アーキテクチャ科学研究系教授／
クラウド基盤研究開発センターセンター長）

15：35～16：05 がんゲノム研究におけるクラウドの活用について
白石友一（国立がん研究センター研究所細胞情報学分野 ユニット長）

16：05～17：00 質疑応答・総合討論

開催趣旨

対象

定員・参加費

参加登録

マルチメディアホール(1階)
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開催レポート 

2018 年度第 1 回「ヒトゲノム研究倫理を考える会」 
―  クラウド/データ共有における研究倫理について考える ― 

⽇時：2018 年 6 ⽉ 8 ⽇(⾦)／会場：⼤阪⼤学（吹⽥キャンパス） 
https://www.genomics-society.jp/news/event/post-381.php/ 

 
 「2018 年度第 1 回ヒトゲノム研究倫理を考える会」が⼤阪⼤学で開催された。「第 3 回ヒ
トゲノム研究倫理を考える会」が京都⼤学で開催された。近年ゲノム研究においても⼤量の
データを扱う必要があり、クラウドの利⽤が始まっていることから、今回は「クラウド/デ
ータ共有」をテーマに取り上げ、この問題に取り組んでいる 2 名の⽅に登壇いただいた。国
⽴情報学研究所(NII)アーキテクチャ科学研究系の合⽥憲⼈教授(クラウド基盤研究開発セ
ンター/センター⻑)と、国⽴がん研究センター(NCC)研究所細胞情報学分野の⽩⽯友⼀ユ
ニット⻑が講演を⾏い、その後、質疑応答・総合討論に移り閉会となった。 
 合⽥⽒の講演は「クラウドを活⽤した研究基盤の構築」というタイトルで、どのようにク
ラウドを活⽤して研究に必要な基盤となるプラットフォームをつくっていけるのかを紹介
するものだった。まず、クラウド利⽤の４つの利点、「迅速性・柔軟性」、「運⽤負担の軽減」、
「経費負担の削減」、「最新技術への追従」を説明し、最近実施したアンケートから「IT セ
キュリティの強化」も利点となってきている現状を紹介した。この利点を活かすためには正
しく安全なクラウドとネットワークを利⽤する事が必要であり、また、クラウドサービスと
事業者の内容をよく理解したうえで⾃分の⼤学の運⽤ポリシーに合致した適切なクラウド
サービスを選ぶ必要がある。それを⽀援するために NII が始めた「学認クラウド導⼊⽀援サ
ービス」を紹介し、チェックリストの項⽬と重要なポイント（認証、信頼性、サポート、ネ
ットワーク・通信機能、データセンター、バックアップ、ログ、セキュリティ、契約、責任
範囲、第三者認証、⼊札等）について詳細を説明した。最後に、NII で実施しているゲノム
解析についても紹介した。 
 ⽩⽯⽒は、「がんゲノム研究におけるクラウドの活⽤について」と題して、がんゲノム研
究で⾏われるヒトゲノムデータ解析を紹介し、なぜ、どのようにクラウドが必要かつ有⽤な
のか、また現状の課題などを説明した。まず、がんゲノム解析研究の現状、臨床シークエン
スによるがんゲノム医療の状況についての紹介した。次に、⼤規模公共がんゲノムデータの
解析の有⽤性について、免疫チェックポイント遺伝⼦の新規構造異常の発⾒の実例を交え
て紹介した。更に、がんゲノム研究におけるクラウド利⽤の必要・有⽤性について、公共デ
ータベースのゲノムデータの容量、データ解析規模、および、データ・解析ワークフローの
シェアリングの観点から説明した。最後に、学術研究におけるクラウド利⽤の問題点として、
外資系のクラウド事業者のサービスを利⽤することについての議、パブリック・プライベー
トクラウドの使い分けの課題について紹介した。クラウドを安全に利⽤していくには、技術
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だけではなく倫理や法律、経済など、様々な観点からの議論を続ける必要がある。 
 これら 2 つの講演の後、東北⼤学メディカル・メガバンク機構の荻島創⼀⽒にメガバン
クの⽴場から、また、NBDC (National Bioscience Database Center)の川嶋実苗⽒にデータ
ベースを運⽤する⽴場からそれぞれコメント・質問を頂いた。その後フロアを交えた質疑応
答・総合討論となった。そこで挙げられた主な質問は以下の通りである。 
 
・データ所有権をどのように安全に担保できるか。 
・アクセスコントロールをどうやっていくか。 
・患者からどのように同意を取る必要があるか。 
・クラウド上のデータを利⽤した研究のオーサーシップについて。 
・データ漏洩が発⽣した場合、責任はクラウド事業者にあるのか。 
・クラウドを利⽤する研究計画の倫理申請があった場合、倫理委員会はどこまで審査するの
か。審査としてどのクラウド事業者が安全かを選定する必要があるか。 
・⽇本国内において患者のゲノムデータをクラウドに載せた例あるか。 
・国内ガイドライン、GDPR（EU ⼀般データ保護規則）は⽇本のヒトゲノム研究を促進す

るか。 
・将来的に遺伝研・医科研などのパブリッククラウドの運営はどうなるのか。 
 
これらの質問をもとに議論は活発に⾏われた。 

終わりにあたって、本会では重要な課題について現場で考えなければならない点を共有
することができたが、今後様々な⽴場の⽅の考え⽅をまとめて法律やガイドラインなどの
形で⽇本全体として動かせれば、という加藤教授の発⾔があり、閉会となった。 
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ƺǣƴǎƚ¼ÍƙƓŹƔŲ�

TåžƯÝäǅǩǇǫ	
žƯƽǐǝ�YèÊǅǩǇǫŲƽǐǝĕ£kŲ	

ÖÜŲA��

�ÕČƚ½ƫ�

Ŋň  žƯƽǐǝĕ£Ýäƚ¬đ�
ŋň  bē¯žƯƽǐǝǌǫǇĕ£ƚ��
Ōň  žƯƽǐǝÝäƙżƂƪƺǣƴǎ3ÍƙƓŹ
Ɣ�

ōň  ƺǣƴǎ3ÍƚPłÃƘƗ�
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žƯƽǐǝƚǁǫƺƶǩǃ�

A	turning	point	in	cancer	
research:	sequencing	the	human	
genome,	
Dulbecco,	Science,	1986�

5

Soma<c	muta<onƚ*�%�

Alexandrov	et	al.,	Nature,	2013�

}c×_Ðƚ�ƛžƯƚãŃƙƧƩbſƀÐƘƒƔŹƪŴ	
•  o(ĂÓƥ]óµĂÓƛpƘŹ	
•  ýžƯǭǇǒƾǮƥǞǣǐǫǛǭî`öǮƕƛaŹ	

6
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Cancer	driver	gene�

•  Tumor	suppressor	
– _ÐƙƧƒƔŸƪ°ā
žÞ^ƆƫƪǭDNA�
�ųïĀK�ƚĞ�Ǯ�

–  TP53,	RB1,	BRCA1,	2Ƙ
Ɨ	

Hecht	et	al.,	Cancer	Treat	Rev.,	2015�

•  Oncogene	
– _ÐƙƧƒƔ�ƇŹ
°āƮÈ~ƉƪŴ	

– RAS,	EGFR,	PIK3CAƘ
Ɨ�

OpenStax,	Biology,	OpenStax	CNX.	May	27,	2016�

7

žƯĭ�eƚHi�

•  20/20	rule	
–  Oncogene	

•  20%��žĻ�ƇƏǜǃǅǩǃ_Ð	
–  TSG	(tumor	supressor	gene)	

•  20%��žtrunca<ng_Ð�

•  aƀƚ©�ƕĒƨƫƪ_Ð	
•  Back	ground	muta<on	rateƕƚĎ³ž�đ	

–  ĭ�eƚĶƆ(TTNƛƖƔƤubƘĭ�eǮ	
–  GC	contents,	[Xƚñ�	
–  ĭ�eÕÉĴ	
–  replica<on	<ming	

•  So[ware	
–  řutSig	
–  Music	(Dees	et	al,	Genome	Research,	2012)	

h]ps://confluence.broadins<tute.org/display/
CGATools/MutSig�

Vogelstein	et	al.,	Science,	2013�Fig. 4. Distribution of mutations in two oncogenes (PIK3CA and IDH1) and two tumor
suppressor genes (RB1 and VHL)
The distribution of missense mutations (red arrowheads) and truncating mutations (blue
arrowheads) in representative oncogenes and tumor suppressor genes are shown. The data
were collected from genome-wide studies annotated in the COSMIC database (release
version 61). For PIK3CA and IDH1, mutations obtained from the COSMIC database were
randomized by the Excel RAND function, and the first 50 are shown. For RB1 and VHL, all
mutations recorded in COSMIC are plotted. aa, amino acids.

Vogelstein et al. Page 28

Science. Author manuscript; available in PMC 2013 August 22.
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were collected from genome-wide studies annotated in the COSMIC database (release
version 61). For PIK3CA and IDH1, mutations obtained from the COSMIC database were
randomized by the Excel RAND function, and the first 50 are shown. For RB1 and VHL, all
mutations recorded in COSMIC are plotted. aa, amino acids.
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paplotƙƧƪžƯĭ�eƚ©/�

Okada	et	al.,	ŗOSS,	2017		
9

Genomon2ƙƓŹƔ�
•  ŕťŪūũūŪŅŒŚŐ�

–  šŕŝņŅšœŝņŅŭŢŬŦťŭƙn��
–  ŝŚŠņŅŧŪŤťŨņŅŝŠƚ©/�

•  ŔŘŞŌŇŖŞŒƤ©/Dā�
•  ŕťŪūũūŪŅŜŚŐ�

–  ĈGĭ�e©/�
–  ÕÉĴç/�

•  ƳǩǇǣƺǋƲǖǦǚǫǍƚą8Ì��
•  ¢b:áÝlĳ�Ýäkų�İb
g:gëÝäáƚosĚEÝäk
ƕ,HķÕ�

•  T-ƕƛaƀƚǡǫǀǫ�
–  �İbg:gëÝäá�
–  ¢b:áÝ�
–  ¢bo(á�
–  	tbg2yÒĺ�

10
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Frequent	splicing	gene	muta<ons	in	MDS�

•  29©�ƚMDS(myelodysplasia)�ûƚ
whole	exome	sequencingǰ	

•  *įƕ268 ƚŅsoma<c	muta<on	Ʈ©/ǰ
12ĭ�ežď�ƚ�ûƕ_ÐžĒƨƫ
Əǰ	
–  8ĭ�eƛMDSƕ�ƙŅcander	driver	geneƖÛ
ƨƫƔŹƪƤƚƐƒƏ(TP53,	NRAS,	KRAS,	RUNX1).	

–  3ĭ�eŅ(U2AF35,	SRSF2,	ZRSR2)	ƛ
splicing	ƙĸƭƪĭ�e	(new	cancer	
driver	genes!)	

•  splicingƙĸĪƉƪ7ĭ�eƙôƩǯ600©
�ƚ_ÐǃƺǤǫǏǩƻƮĊŹǯì50%
ƚ�ûƕŅsplicingĭ�eƚ_ÐžĒƨƫ
ƪƄƖƮßęǰ	

Yoshida	et	al.	Nature,	2011�

11

TCGA	(The	Cancer	Genome	Atlas)	

10ãƚvpžƯƮJƢ	
33ãŃƚžƯƮnģƙ
11000ƚƷǜǊƺǃǌǫǇ
ƮB~	
	
ǌǫǇƛB~}ƉƁƙ+ķ
ƆƫX�×ƙ4ĹƘƀ3Í
DāŴ	

12
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ICGC	(Interna<onal	Cancer	Genome	Consor<um)	

50ãŃƚžƯƙƓŹƔƚƽǐǝÐ
wƸǇǧƻƮ��ƉƪŴ	
	
FžƯãƙƓŹƔ500ųĖ25000
ƚĂÓ³wǙƱƚ*ƽǐǝǁǫ
ƼǩǃǌǫǇƮB~	
	
• ƱǞǤƸ			21ãŃ	
• �TŲ15ãŃ	
• ��		3ãŃ		(üĄžƯųþžƯų
ÿèžƯǮ	
�
�

13

Clinical	Sequencing	

14
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Muta<on	detec<on	using	high-throughput	
sequencing�

tumor	&	normal	DNAs		
from	the	same	pa<ent!�

ĨwexomeƕŸƫƜ,			
5000	ǤǫǎǴ2&Ǥǫǎ
ƀƨŹǰǭ�Ǥǫǎ50bpǴ
150bp)	

FŵƚǤǫǎƛǤǕưǦǩǃƽ
ǐǝƙƱǣƳǩǞǩǍƆƫǯƽǐ
ǝƙżƂƪŶ�ùŷž·iƉ
ƪǰ	

15

ńĩǁǫƺƶǩƿǫƕĒƓŽƪ_Ð�

Meyerson	et	al.,	Nature	Reviews	ŕene<cs,	2010�
16
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ƽǐǝǨƳǎƘ_Ð�í�

tumor�

normal�

•  p�ĭ�eƚtarget	sequenceƘƨǯjƛƄƫƤóŹƂƪǰ	
•  ƇŽƇǯexomeƥwhole	genomeƕƽǐǝƚ*ŀWĒƪƚƛƉƅŹb_ǰǰǰ	
•  pƇė÷ž�đ	 17

Short	summary�

•  ǁǫƺƶǩǃ�ċƚÕĬƙƧƩų®ŵƘǇƳǗƚ_
Ðžõú×ƙ©/ƕſƪƧźƙƘƒƏŴ�

•  ƍƫƙGƭƋƔų�aƀƚ�ēžƯĭ�eƚHi
žƘƆƫƏŴ�

•  ƽǐǝǌǫǇƛăbƕų_Ðƚ©/ƚƏƣƙƛńǃ
ǙǊƺƚĖç°ž�đƕŸƪŴ�

18
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bē¯žƯƽǐǝǌǫǇĕ£ƚ��

'ÑƮħƫƪ�ñơ�

•  PD-1/śD-L1ƙƧƪ'ÑƚRĮǭžƯïĀƙżƂƪPD-L1ƚ¼�9Ǯ	
•  �PD-1��ƙƧƪžƯ¹ÔľM	
•  ƘƌžƯïĀƕPD-L1ž¼�9ƆƫƪŽƛ0ŽƒƔŹƘŽƒƏ�

 qb�ǪĐs=Q,		
ŀWĈGǦǔǠǫ,	4,	e005	(2015)�

20
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ATLƙżƂƪPD-L1ƚ3’UTRżƂƪSVƚ
aÕ�

•  �TïĀÖĉÒ(adult	T-cell	
Leukemia)ƚƽǐǝĕ£
(Kataoka	ťt	al.,	Nature	Gene<cs,	
2015)ƙżŹƔǯPD-L1ƚ3’UTR
ŀWƙď�©�ƕSVƮ©/	
•  ì27%ƚ�ûƕ©/ǰ	
•  SVƚ1�ÃƚIƄź#ƚ�
ùƛ®ŵƕŸƒƏǰ	

•  ATLƖƛ	
•  HTLV-1ƴƳǥǃ�¥Ʈ@SƖƉƪÖ
ĉÒǪ��ǤǩǓĂƕŸƪǰ	

•  ��ƕƛ¸øÙƖ<	tǯ¾`ƕƛ
�<êġTƙaŹǰ�

Kataoka,	Shiraishi,	Takeda	et	al.,	Nature,	2016�

21

PD-L1ƚSVƚ�ÄƖÕÉĴƛſƫŹƙØĸ�

Kataoka,	Shiraishi,	Takeda	et	al.,	Nature,	2016�

22

31 / 44



3’UTRƙżƂƪSVƙƧƪ	
PD-L1ƚ¼�9ǞƸǏǄǝ�

ÅrU�	
ǣƳǕƿƳƶǩǃŲ�ÚĠ�ǦǔǠǫ�
DOI:	10.7875/first.author.2016.050�

23

TCGAǌǫǇƚbĴĕ£�
•  10,210©�ƚTCGA	RNA-seqƚĕ£ǭHGCǃǓƾǩǮ	
•  ��ƮǁǫǝǦǃƙjĊƉƪǕǦǫǝǨǫƺƚéǰ	

1.  ƿǩǗǥƚǈƴǩǧǫǎ	
2.  ©�ƚǉƵǊƺǭƿǩǗǥƚQCǯǁǩƻǥƶǩǎǳǙƱƶǩǎǳǮ	
3.  ƿǩǗǥǁǫǍ��	
4.  Genomon2	ŜNAǭƚvariantǮƕƚjĊ	

24

32 / 44



HPVƴƳǥǃƚ�)�

25

�ð×ƙ·iƆƫƏǃƺǤǫǏǩƻ¡��

Kataoka,	Shiraishi,	Takeda	et	al.,	Nature,	2016�
26

33 / 44



TCGAƕƚǃƺǤǫǏǩƻó¤�

•  PD-L1ƚÕÉž«æƙńŹ©�ƕƛǯƞƟSVžĒƨƫƪǰ	
•  PD-L1ƚńÕÉƚǞƸǏǄǝƙSVƛĲđƕŸƪƄƖžà
NƆƫƪǰ	

•  Łz	
•  BïĀǤǩǓĂǲ8%ǯþžƯǲ2%�

Kataoka,	Shiraishi,	Takeda	et	al.,	Nature,	2016�

27

Short	summary�

•  śŒŇŘŊƚŌŰşŞŜƚŝŠƚbē¯ĕ£ƮĨƈƔ�
– �ƚžƯãƕƤǯ�iƚ6GƕH®ƚÉģžĒ
ƨƫƪƄƖžƭŽƒƏǰ�

– ŝŭŬŮţŭŮŬŢŨŅůŢŬŧŢŭŧūŪƐƂƕƛƘƀƴƳǥǃ�)Ƥ
ĲđƘ{6Ʈ¤ƏƉƄƖžƭŽƒƏǰ�

•  a®ƘžƯƙżŹƔǯśŒŇŘŊƚŌŰşŞŜƚÐwžǯ�
PD-1��ƚ7¤ƙƓŹƔƚǒƳƷǛǫƸǫƙƘƩź
ƪǬ�

28

34 / 44



žƯƽǐǝÝäƙżƂƪƺǣƴǎ3
ÍƙƓŹƔ�

ƺǣƴǎƚ0Ń�

•  HGCǃǓƾǩ	
•  ĭ�ÝǃǓƾǩ�

h]ps://mycloudblog7.wordpress.com�

•  Amazon	AWS	
•  Google	Cloud	
•  Microso[	Azure	

•  Seven	Bridge	Genomics	

30

35 / 44



ƄƫƠƕƚǁǫƺƶǩǃĕ£ǟǌǥ�
Standard Model of Computational Analysis  

Local Data 

U N I V E R S I T YU N I V E R S I T Y

Locally Developed Software 

Publicly Available 
Software 

Local storage and 
compute resources 

Network  
Download 

Public Data 

h]ps://www.genome.gov/mul<media/slides/tcga4/23_davidsen.pdf�
31

ƄƫƠƕƚĕ£ǟǌǥƚPłÃ�

•  +,ǌǫǇƚbē¯ĕ£	
– TCGAƚǌǫǇž*įƕ2.5PBŲ(2015,	5��ÃǮ	

•  RNA-seqƚbamǕưƳǥƐƂƕųì70TB	
– ƠƊǈƴǩǧǫǎžb_ŴŴŴ	
– ǜǣǫƿƳǍƚéž�ċ×ų!Ê×ƙļƇŹŴ	

• ƍƫƎƫƚÝäƻǥǫǗƕųTCGAƚǌǫǇƚ3ÍÏ
ğž�đǭ�ŹRƇžƕſƘŹǮŴ	
•  TCGAƖƚ
Àž�đǳǳ	

– ē¯ƚbſŹÝäkƐƂƇŽųbē¯ĕ£žƕ
ſƘŹŴŴŴŴ	

	
32

36 / 44



ƺǣƴǎƮĨƈƏĕ£ǟǌǥ�
Co-located Compute & Data  

API 
 

Data Access 
Security 
Resource 

Access 

Core Data 
(TCGA) 

User Data 

Computational  
Capacity 

Standard tools 
User uploaded tools 

h]ps://www.genome.gov/mul<media/slides/tcga4/23_davidsen.pdf�

ǌǫǇƚǈƴǩǧǫǎƚ�đžƘƀƘƩųĜƤžbē¯ƽǐǝǌǫǇƙƱƺǅǃDāƙǬ�

33

Democra<ze	Cancer	Genomics!�

•  NCI	cloud	pilot	
– ǱƓƚÝä°ĸƕǟ
ǌǥƼǫǃƚķÕ	

– Ç>žÌƈƘŹƧź
ƙŴŴŴ	

www.isb-cgc.org

Institute for Systems Biology

Seven Bridges Genomics

www.cancergenomicscloud.org

Broad Institute

The goals of the NCI Cloud Pilots are to democratize access to NCI-generated 
genomic and related data, and to create a cost-effective way to provide scalable 

computational capacity to the cancer research community. 

www.firecloud.org

The Institute for Systems Biology (ISB) Cloud 
provides interactive and programmatic access to 
data, leveraging many aspects of the Google 
Cloud Platform. The interactive ISB-CGC web-app 
allows scientists to interactively define and 
compare cohorts, examine underlying molecular 
data for specific genes or pathways of interest, 
and share insights with collaborators. For 
computational users, programmatic interfaces 
and GCP tools such as BigQuery, Genomics, and 
Compute Engine allow users to perform complex 
queries from R or Python scripts, or run 
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www.isb-cgc.org

Institute for Systems Biology

Seven Bridges Genomics

www.cancergenomicscloud.org

Broad Institute

The goals of the NCI Cloud Pilots are to democratize access to NCI-generated 
genomic and related data, and to create a cost-effective way to provide scalable 

computational capacity to the cancer research community. 

www.firecloud.org

The Institute for Systems Biology (ISB) Cloud 
provides interactive and programmatic access to 
data, leveraging many aspects of the Google 
Cloud Platform. The interactive ISB-CGC web-app 
allows scientists to interactively define and 
compare cohorts, examine underlying molecular 
data for specific genes or pathways of interest, 
and share insights with collaborators. For 
computational users, programmatic interfaces 
and GCP tools such as BigQuery, Genomics, and 
Compute Engine allow users to perform complex 
queries from R or Python scripts, or run 
Dockerized workflows on sequence data available 
in cloud storage. 

Seven Bridges Genomics Cancer Genomics 
Cloud enables researchers to collaborate on the 
analysis of large cancer genomics datasets in a 
secure, reproducible, and scalable manner. A 
rich query system allows researchers to find the 
exact data of interest and combine it with their 
own private data. Native implementation of the 
Common Workflow Language specification
makes it easy for developers, analysts, and 
bench biologists to deploy, customize and run 
reproducible analysis methods to learn from 
genomics data faster. 

Broad Institute FireCloud is modeled after their 
Firehose analysis infrastructure and
facilitates collaboration and provides a robust, 
scalable platform accessible to the community 
at-large. Using the elastic compute capacity of 
Google Cloud, FireCloud empowers analysts, 
tool developers, and production managers to 
perform large-scale analysis, engage in data 
curation, and store or publish results. Users can 
upload their own analysis methods and data to 
workspaces or run the Broad’s best practice 
tools and pipelines on pre-loaded data.

www.isb-cgc.org

Institute for Systems Biology

Seven Bridges Genomics

www.cancergenomicscloud.org

Broad Institute

The goals of the NCI Cloud Pilots are to democratize access to NCI-generated 
genomic and related data, and to create a cost-effective way to provide scalable 

computational capacity to the cancer research community. 

www.firecloud.org

The Institute for Systems Biology (ISB) Cloud 
provides interactive and programmatic access to 
data, leveraging many aspects of the Google 
Cloud Platform. The interactive ISB-CGC web-app 
allows scientists to interactively define and 
compare cohorts, examine underlying molecular 
data for specific genes or pathways of interest, 
and share insights with collaborators. For 
computational users, programmatic interfaces 
and GCP tools such as BigQuery, Genomics, and 
Compute Engine allow users to perform complex 
queries from R or Python scripts, or run 
Dockerized workflows on sequence data available 
in cloud storage. 

Seven Bridges Genomics Cancer Genomics 
Cloud enables researchers to collaborate on the 
analysis of large cancer genomics datasets in a 
secure, reproducible, and scalable manner. A 
rich query system allows researchers to find the 
exact data of interest and combine it with their 
own private data. Native implementation of the 
Common Workflow Language specification
makes it easy for developers, analysts, and 
bench biologists to deploy, customize and run 
reproducible analysis methods to learn from 
genomics data faster. 

Broad Institute FireCloud is modeled after their 
Firehose analysis infrastructure and
facilitates collaboration and provides a robust, 
scalable platform accessible to the community 
at-large. Using the elastic compute capacity of 
Google Cloud, FireCloud empowers analysts, 
tool developers, and production managers to 
perform large-scale analysis, engage in data 
curation, and store or publish results. Users can 
upload their own analysis methods and data to 
workspaces or run the Broad’s best practice 
tools and pipelines on pre-loaded data.

34

37 / 44



Genomonƚ�fǓǊƼǫǂ�

ŌŎ�

•  Python	(2.7.10)	
•  Perl	(5.14.4)	
•  R	(3.3.1)	
•  bwa	(0.7.8)	
•  blat	(v34)	
•  samtools	(1.2)	
•  Biobambam	

(0.0.191)	
•  PCAP-core	

(20150511)	
•  htslib	(1.3)	
•  bedtools	(2.24.0)�

•  GenomonPipeline	(2.5.3)	
•  GenomonSV		(0.4.2rc)	
•  GenomonFisher	(0.2.0)	
•  GenomonMuta<onFilter	(0.2.1)	
•  EBFilter	(0.2.1)	
•  GenomonPostAnalysis	(1.4.0)	
•  GenomonQC	(2.0.1)		
•  GenomonExpression	(0.3.0)	
•  fusionfusion	(0.3.0)	
•  paplot	(0.5.5)	
•  sv_u<ls	(0.4.0b2)	
•  annot_u<ls	(0.1.0)	
•  fusion_u<ls	(0.2.0	

ăbƘÄƚX�ǣƳǖǣǤ��

OS�

â¨ƙŸƏƩƄƫƨƚĘiƮÁ$Ɖƪ
�đŸƩǬ�

ƺǣƴǎƚ0Ń�

Ōŏ�

•  HGCǃǓƾǩ	
•  ĭ�ÝǃǓƾǩ�

h]ps://mycloudblog7.wordpress.com�
•  Amazon	AWS	
•  Google	Cloud	
•  Microso[	Azure	
•  ŔUJITSU	Cloud	Service	K5	

•  Seven	Bridge	Genomics	

38 / 44



Microso[	AzureƕGenomon2	RNAƮjĊ
ǭ2016x9�Ǯ�

•  774©�ƚïĀ¦(Cancer	Cell	Line	Encyclopedia	(CCLE))
ƚRNA-seqŽƨĈGĭ�eƚ©/ƮĊƒƏŴ	

•  STAR	+	fusionfusion	(
h]ps://github.com/Genomon-Project/fusionfusion)	

•  �©�ŸƏƩ230.Ǭ!	

By	;ć"��
h]ps://www.microso[.com/ja-jp/
casestudies/imsut.aspx� 37

Cloud	genome	analy<cal	workflow�

Dockstore:	h]ps://dockstore.org	�

GA4GH:		
Containers	and	Workflows	working	group�

őommon	Workflow	Language:		
h]p://www.commonwl.org	�

38

39 / 44



NCI	cloud	pilot�

•  Democra<ze	Cancer	
Genomics!	
– ǱƓƚÝä°ĸƕǟǌ
ǥƼǫǃƚķÕ	

– Ç>žÌƈƘŹƧźƙŴ	

www.isb-cgc.org

Institute for Systems Biology

Seven Bridges Genomics

www.cancergenomicscloud.org

Broad Institute

The goals of the NCI Cloud Pilots are to democratize access to NCI-generated 
genomic and related data, and to create a cost-effective way to provide scalable 

computational capacity to the cancer research community. 

www.firecloud.org

The Institute for Systems Biology (ISB) Cloud 
provides interactive and programmatic access to 
data, leveraging many aspects of the Google 
Cloud Platform. The interactive ISB-CGC web-app 
allows scientists to interactively define and 
compare cohorts, examine underlying molecular 
data for specific genes or pathways of interest, 
and share insights with collaborators. For 
computational users, programmatic interfaces 
and GCP tools such as BigQuery, Genomics, and 
Compute Engine allow users to perform complex 
queries from R or Python scripts, or run 
Dockerized workflows on sequence data available 
in cloud storage. 

Seven Bridges Genomics Cancer Genomics 
Cloud enables researchers to collaborate on the 
analysis of large cancer genomics datasets in a 
secure, reproducible, and scalable manner. A 
rich query system allows researchers to find the 
exact data of interest and combine it with their 
own private data. Native implementation of the 
Common Workflow Language specification
makes it easy for developers, analysts, and 
bench biologists to deploy, customize and run 
reproducible analysis methods to learn from 
genomics data faster. 

Broad Institute FireCloud is modeled after their 
Firehose analysis infrastructure and
facilitates collaboration and provides a robust, 
scalable platform accessible to the community 
at-large. Using the elastic compute capacity of 
Google Cloud, FireCloud empowers analysts, 
tool developers, and production managers to 
perform large-scale analysis, engage in data 
curation, and store or publish results. Users can 
upload their own analysis methods and data to 
workspaces or run the Broad’s best practice 
tools and pipelines on pre-loaded data.

www.isb-cgc.org

Institute for Systems Biology

Seven Bridges Genomics

www.cancergenomicscloud.org

Broad Institute

The goals of the NCI Cloud Pilots are to democratize access to NCI-generated 
genomic and related data, and to create a cost-effective way to provide scalable 

computational capacity to the cancer research community. 

www.firecloud.org

The Institute for Systems Biology (ISB) Cloud 
provides interactive and programmatic access to 
data, leveraging many aspects of the Google 
Cloud Platform. The interactive ISB-CGC web-app 
allows scientists to interactively define and 
compare cohorts, examine underlying molecular 
data for specific genes or pathways of interest, 
and share insights with collaborators. For 
computational users, programmatic interfaces 
and GCP tools such as BigQuery, Genomics, and 
Compute Engine allow users to perform complex 
queries from R or Python scripts, or run 
Dockerized workflows on sequence data available 
in cloud storage. 

Seven Bridges Genomics Cancer Genomics 
Cloud enables researchers to collaborate on the 
analysis of large cancer genomics datasets in a 
secure, reproducible, and scalable manner. A 
rich query system allows researchers to find the 
exact data of interest and combine it with their 
own private data. Native implementation of the 
Common Workflow Language specification
makes it easy for developers, analysts, and 
bench biologists to deploy, customize and run 
reproducible analysis methods to learn from 
genomics data faster. 

Broad Institute FireCloud is modeled after their 
Firehose analysis infrastructure and
facilitates collaboration and provides a robust, 
scalable platform accessible to the community 
at-large. Using the elastic compute capacity of 
Google Cloud, FireCloud empowers analysts, 
tool developers, and production managers to 
perform large-scale analysis, engage in data 
curation, and store or publish results. Users can 
upload their own analysis methods and data to 
workspaces or run the Broad’s best practice 
tools and pipelines on pre-loaded data.

www.isb-cgc.org

Institute for Systems Biology

Seven Bridges Genomics

www.cancergenomicscloud.org

Broad Institute

The goals of the NCI Cloud Pilots are to democratize access to NCI-generated 
genomic and related data, and to create a cost-effective way to provide scalable 

computational capacity to the cancer research community. 

www.firecloud.org

The Institute for Systems Biology (ISB) Cloud 
provides interactive and programmatic access to 
data, leveraging many aspects of the Google 
Cloud Platform. The interactive ISB-CGC web-app 
allows scientists to interactively define and 
compare cohorts, examine underlying molecular 
data for specific genes or pathways of interest, 
and share insights with collaborators. For 
computational users, programmatic interfaces 
and GCP tools such as BigQuery, Genomics, and 
Compute Engine allow users to perform complex 
queries from R or Python scripts, or run 
Dockerized workflows on sequence data available 
in cloud storage. 

Seven Bridges Genomics Cancer Genomics 
Cloud enables researchers to collaborate on the 
analysis of large cancer genomics datasets in a 
secure, reproducible, and scalable manner. A 
rich query system allows researchers to find the 
exact data of interest and combine it with their 
own private data. Native implementation of the 
Common Workflow Language specification
makes it easy for developers, analysts, and 
bench biologists to deploy, customize and run 
reproducible analysis methods to learn from 
genomics data faster. 

Broad Institute FireCloud is modeled after their 
Firehose analysis infrastructure and
facilitates collaboration and provides a robust, 
scalable platform accessible to the community 
at-large. Using the elastic compute capacity of 
Google Cloud, FireCloud empowers analysts, 
tool developers, and production managers to 
perform large-scale analysis, engage in data 
curation, and store or publish results. Users can 
upload their own analysis methods and data to 
workspaces or run the Broad’s best practice 
tools and pipelines on pre-loaded data.

39

“bring	the	analysis	to	the	data”�

ōŉ�

•  bĴƚǁǫƺƶǩǃǌǫǇƮǈƴǩǧǫǎƇƔĕ£ƉƪƄƖž�DāƙƘƩƓƓŸƪŴ	
•  GA4CHƕƚĢĠƙżŹƔųǌǫǇƚ��ûƛǌǫǇƮıùƉƪƐƂƕƛƘƀųĕ£Ɖƪ
ƏƣƚŶË\ŷƮ�$ƉƪƄƖž¶ƣƨƫƪƖƆƫƔŹƪŴ	
•  IaaSVƺǣƴǎË\ƕŸƩųĕ£ûžą5ƚǨǫƺǕǧǫƮjĊƕſƪƄƖŴ	
•  ǌǫǇƚǅƹǠǤǋƲǫƮŶh*ŷƙ�ƓƄƖŴ	
•  ǌǫǇƚ3Íûžm�ƙŶĝĵŷƕſƪǁǃǋǝƮ��ƉƪƄƖŴ�

Data	Bio-sphere;	by	Benedict	Paten�

40 / 44



ƺǣƴǎƮ�ƒƏ	
�ƇŹĕ£ƱǗǤƼǫǁǢǩŅ(SeqPod)�

•  �ƇŹǁǫƺƶǩǃǌǫǇĕ£ƚ�§	
1.  ǆǕǍƴƵƱƮą0ƚǧǫƸǥË\ƙ
ǈƴǩǧǫǎųƳǩǃǍǫǥŴ	

2.  ǆǕǍƴƵƱƮåƑ�ƃƪŴ	
3.  ǁǫƺƶǩǃǌǫǇƮǎǣǊƻ&ǎǧǊ
ǗŴ	

4.  ǒǊƺƶǩǎƕAmazonƺǣƴǎƚ��
ǛǁǩžåƑ�žƩųĖçždƠƪǰ	

5.  ĖçžðƭƪƖųó¤žǞǫǥƕĦ
ƨƫƔƀƪǰ�

41

Short	summary�

•  ǁǫƺƶǩǃǌǫǇƮ$ŻƏƺǣƴǎË\ž�
$ƆƫƪƄƖƕųĜƤžbē¯ǌǫǇƙƱƺǅ
ǃDāƙƘƪŴ	
– ŚőI	cloud	pilot		

•  ǑǫǎƴƵƱųOSƘƗƤąÎƙ�iDāƖƘ
ƩųǆǕǍƴƵƱƚǒǫǂǢǩèÊƤm�ƙƘ
ƪŴ	
– ĕ£ó¤ƮreproducibleƙƉƪƄƖž´ĥ×m�
ƙ	

�
42

41 / 44



ƺǣƴǎ3ÍƚPłÃƘƗű
�

Public	ŖaaSVƺǣƴǎƚPłÃ�

•  !ÊĽƚPł	
– ��ƚƽǐǝǌǫǇƮ
`Ĥë�ªžīÍƉƪ
ƺǣƴǎƙıùƇƔĆŹ
ƚŽǳ	

•  ?°èÊ×ƘPłŴ	
– ò¿4čƮCƂƪǤǃ
ƺǳ	

•  »|×ƘPł	
– ²tƕƤĢĠƛŸƪƧźŴ	

OPINION Open Access

Computing patient data in the cloud:
practical and legal considerations for
genetics and genomics research in Europe
and internationally
Fruzsina Molnár-Gábor1*, Rupert Lueck2, Sergei Yakneen2 and Jan O. Korbel2*

Abstract

Biomedical research is becoming increasingly large-scale and international. Cloud computing enables the
comprehensive integration of genomic and clinical data, and the global sharing and collaborative processing of
these data within a flexibly scalable infrastructure. Clouds offer novel research opportunities in genomics, as they
facilitate cohort studies to be carried out at unprecedented scale, and they enable computer processing with
superior pace and throughput, allowing researchers to address questions that could not be addressed by studies
using limited cohorts. A well-developed example of such research is the Pan-Cancer Analysis of Whole Genomes
project, which involves the analysis of petabyte-scale genomic datasets from research centers in different locations
or countries and different jurisdictions. Aside from the tremendous opportunities, there are also concerns regarding
the utilization of clouds; these concerns pertain to perceived limitations in data security and protection, and the
need for due consideration of the rights of patient donors and research participants. Furthermore, the increased
outsourcing of information technology impedes the ability of researchers to act within the realm of existing local
regulations owing to fundamental differences in the understanding of the right to data protection in various legal
systems. In this Opinion article, we address the current opportunities and limitations of cloud computing and
highlight the responsible use of federated and hybrid clouds that are set up between public and private partners as
an adequate solution for genetics and genomics research in Europe, and under certain conditions between Europe
and international partners. This approach could represent a sensible middle ground between fragmented individual
solutions and a “one-size-fits-all” approach.

Background: challenges and current solutions for
pan-cancer translational genomics research
Recent decreases in the cost of genome sequencing have
driven forward several large-scale initiatives in basic and
translational genomics research [1–4] (see, for example,
the International Cancer Genome Consortium (ICGC)
[5], the Pan-Cancer Analysis of Whole Genomes
(PCAWG) project [6], and the 100,000 Genomes Project
[7]). It is expected that hundreds of thousands of patients’
genomes will be sequenced and analyzed in the next 3–5

years [8]. When combining genomic data with other
molecular data types—such as transcriptomes, micro-
biomes (Box 1), and clinical information— the resulting
uniquely rich dataset enables integrative analyses to be
carried out at unprecedented depth and scale and facili-
tates new insights into molecular disease processes, thus
having implications for basic research and personalized
healthcare. Comparative analyses across specimens
collected by individual projects of the ICGC [2] may, for
example, help to uncover commonalities and differences
in the development and progression of different types and
subtypes of cancer [1], and may inform the development
of novel diagnostic and treatment strategies. A well-
developed example of collaborative data sharing and ana-
lysis is the PCAWG project of the ICGC [6], which
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Private	Cloud�

•  Amazon	ŐWSƘƗƚIaaSVƺǣƴǎƖH®ƚƳ
ǩǕǣƮųƷǩǗǦǜǃƚË\ƕıùƇƏƤƚŴ	

•  �đƘOSSƚprivate	cloudƚǆǕǍƴƵƱ	
– Openstack	
– Apache	Cloud	Stack	

�

45

¾`ƚgċëprivate	cloudƚÆº�
Cancer	Genome	Collaboratory,	Canada� Embassy	cloud,	Europe�

Open	Science	Data	Cloud,	USA� Open	Science	Data	Cloud,	USA�
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ǓǖǤǊƺŅvs	ǗǣƳǘǫǍ�
•  ǓǖǤǊƺƺǣƴǎƚǞǤǊǍ	

–  �Ź�ƙ�ŹƏŹƐƂ3ÍžDāŴ	
–  Z�ƮBƨƘŹŴ	
–  ƾǃǍžhŹŴ	
–  īÍƮƇƘƀƔĆŹǭǆǕǍƴƵƱƶǩ
ǂǏƱžŹƫƜĆŹǮŴ	

•  ǗǣƳǘǫǍƺǣƴǎ	
–  ǚǤǁǫƙGƭƋƏǁǃǋǝ�ų
ńzƘǅƹǠǤǋƲǫžjÉDāŴ	

–  !ÊĽƚě�žƇƥƉŹŴ	
•  ǑƳǖǤǊǎƺǣƴǎ	

–  ǓǖǤǊƺƺǣƴǎƖǗǣƳǘǫǍƺǣ
ƴǎƚŹŹƖƄƬƩŴ	

47

ƠƖƣ�

•  ƺǣƴǎƚ¼Íƛ�}ƚƽǐǝÝäƙżŹƔ�ĿƚƤƚ
ƙƘƪŴ	
–  ŶƽǐǝǌǫǇŷųŶĕ£ǨǫƺǕǧǫŷƚ.ÂƘǁƵƱǤǩƻƙ
�D±Ŵ	

•  ƺǣƴǎ�ċƙƤŹƀƓŽƚ0ŃžŸƪŴ	
–  OÍƺǣƴǎŅǭAmazon	AWS,	Google	Cloud	Plasorm,	Microso[	
AzureǮ	

–  ǗǣƳǘǫǍƺǣƴǎ	(OpenStackƘƗ)	
–  ǌǫǇǅǩǇǫƙĘùƆƫƔŹƪƺǣǃǇǫǛǁǩƤƺǣƴǎƖ
LƝŽƤǳ	

•  ƺǣƴǎƚh*Ƙ3¼ÍƚƏƣƙų�ċƐƂƕƛƘƀų!
Êų»|ųò¿ƘƗŸƨƦƪĔÃŽƨĢĠž�đƐƬźŴ�
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