
Recent legislative efforts to balance 
the use of large-scale personal 

genomic data and the protection of 
privacy in Japan

Natsuko Yamamoto
Department of Biomedical Ethics and 

Public Policy, Graduate School of 
Medicine, Osaka University, Japan



Recent legislative efforts to balance 
the use of large-scale personal 

genomic data and the protection of 
privacy in Japan

Natsuko Yamamoto
Department of Biomedical Ethics and 

Public Policy, Graduate School of 
Medicine, Osaka University, Japan



Overview

1. PPI Acts and other legislation in Japan
�PPI Act: Act on Protection of Personal Information

��������	

2. Contents of the amended of PPI Acts

3. Influence of amended PPI Acts on human 
genomics and medical research



Overview

1. PPI Acts and other legislations in Japan
�PPI Act: Act on Protection of Personal Information

��������	

2. Contents of amendments of PPI Acts

3. Influence of amended PPI Acts on human 
genomics and medical research



Legislative efforts after 2013
2013 Japan Revitalization Strategy (�������, 

Cabinet decision

2013 Act for the Promotion of Regenerative Medicine

2013 Act to Ensure Safety in Regenerative Medicine

2013 Revised Japanese Pharmaceutical Law

2014 Act on the Use of Numbers to Identify a Specific 
Individual in Administrative Procedures 

2014 Act on Promotion of Healthcare Policy

2014
Act on the Independent Administrative Agency of 
Japan’s Agency for Medical Research and 
Development (AMED)

Development 
and 

improvement of 
Biobanks, 
Databases



Legislative efforts after 2013
2013 Japan Revitalization Strategy (�������, 

Cabinet decision

2013 Act for the Promotion of Regenerative Medicine

2013 Act to Ensure safety in Regenerative Medicine

2013 Revised Japanese Pharmaceutical Law

2014 Act on the Use of Numbers to Identify a Specific 
Individual in the Administrative Procedure 

2014 Act on Promotion of Healthcare Policy

2014
Act on the Independent Administrative Agency of 
Japan Agency for Medical Research and 
Development (AMED)

Development and 
improvement of 

Biobanks, 
Databases



2013 Jun Japan Revitalization Strategy(������, 
Cabinet decision

2013 Jun
Declaration to be the World’s Most Advanced IT 
Nation (�����IT����
�) , Cabinet 
decision

2013 Sep Establishment of an investigative committee to 
consider protection and utilization of personal data

2015 Dec Amendment of PPI Act ����	������

2016 May Amendment of PPI-HAO and PPI-HIAA Acts

2016 Oct
Promulgation of Cabinet Order and rules of the 

Personal Information Protection Commission for 
PPI Act

Legislative efforts after 2013

Promotion of the 
utilization and 

protection of various 
kinds of personal 

information



2013 Jun Japan Revitalization Strategy(������, 
Cabinet decision

2013 Jun
Declaration to be the World’s Most Advanced IT 
Nation (�����IT����
�) , Cabinet 
decision

2013 Sep Setting of an investigative committee to consider 
protection and utilization of personal data

2015 Dec Amendment of PPI Act ����	������

2016 May Amendment of PPI-HAO and PPI-HIAA Acts

2016 Oct
Promulgation of Cabinet Order and rules of the 

Personal Information Protection Commission for 
PPI Act

Legislative efforts after 2013

Promo4on of u4liza4on 
and protec4on of 
various personal 

informa4ons



Framework of PPI Acts

Act on the Protection of Personal Information (PPI Act) 
���������

Ch. 1-3 (Basic policy) 

Ch. 4-7

Act on the Protection of 
Personal Information 

Held by Administrative 
Organs

(PPI-HAO Act)
����
����

Act on the Protection of 
Personal Information 
Held by Incorporated 

Administrative 
Agencies 

(PPI-HIAA Act)
�	
����
����

for private 
sectors for public sectors

�
� �

Amended in 
2015

Amended in 
2016



Framework of PPI Acts

Act on the Protection of Personal Information (PPI Act) 
���������

Ch. 1-3 (Basic policy) 

Ch. 4-7

Act on the Protection of 
Personal Information 

Held by Administrative 
Organs

(PPI-HAO Act)
����
����

Act on the Protection of 
Personal Information 
Held by Incorporated 

Administrative 
Agencies 

(PPI-HIAA Act)
�	
����
����

for private 
sectors for public sectors

�
� �

Amended in 
2015

Amended in 
2016



Backgrounds of the amendments

üCabinet decisions in 2013

üForeign pressure; 
EU General data protection regulation 
(GDPR) (�EU���������	
��)



Background of the amendments

üCabinet decisions in 2013

üForeign pressure; 
EU General data protection regulation 
(GDPR) (�EU���������	
��)



Key points of the amended PPI Act
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3. Establishment of Personal Information
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4. Globalization
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Outline of the amendment of the Personal Information Protection Act
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Key points
concerning genomics

Genomic information was included in these 
new categories of personal information;
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Most important point
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Define in detail  what “ Personal Information” is,  so as to removeە
any gray areas
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Amended Act on the Protection of Personal Information
(Tentative Translation, Ver.1, Dec 2016) Article 2

(2) An “individual identification code” in this Act means any 
character, letter, number, symbol or other codes prescribed by 
cabinet order which fall under any of the following categories. 
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Amended Act on the Protection of Personal Information
(Tentative Translation, Ver.1, Dec 2016) Article 2

(2) An “individual identification code” in this Act means those 
prescribed by cabinet order which are any character, letter, number, 
symbol or other codes falling under any of each following item. 
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(i) Those character, letter, number, symbol or other codes produced 
for digital use  in confirmation to standards prescribed by rules of 
the Personal Information Protection Commission which stand for 
information related to any of the following physical characteristics 
which are sufficient to identify a specific individual. 

(a) base sequence constituting Deoxyribonucleic Acid (DNA) 
taken from a cell; 
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(i) Those character, le0er, number, symbol or other codes produced 
by having converted any of the following bodily features thereinto
so as to be provided for use in computers which conform to 
standards prescribed by rules of the Personal Informa>on 
Protec>on Commission as sufficient to iden>fy a specific individual. 

(a) base sequence cons>tu>ng Deoxyribonucleic Acid (alias 
DNA) taken from a cell; 
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Standards prescribed by rules of the Personal Information 
Protection Commission under Article 1, item (i) of the Order to 
Enforce the Act on the Protection of Personal Information 
(hereinafter referred to as the “Order”) shall be to convert for digital 
use in an appropriate context by using appropriate methods so as to 
ensure the level of ability to identify a specific individual. 
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Standards prescribed by rules of the Personal Information 
Protection Commission under Article 1, item (i) of the Order to 
Enforce the Act on the Protection of Personal Information 
(hereinafter referred to as the “Order”) shall be to convert for the 
purpose of being provided for use in computers an appropriate 
scope by using an appropriate method so as to ensure the level of 
ability to identify a specific individual. 
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• Personal genomic informa2on is now clearly 
protected under the PPI Acts.

• PPI Act has three categories of personal 
informa2on; original, personal iden2fica2on 
code, sensi2ve informa2on. Genomic informa2on 
belongs to all three categories.

• The amendments should create a posi2ve cycle of 
genomic medical science.
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protected under the PPI Acts.

• PPI Act has three categories of personal 
information; original, personal identification code, 
sensitive information. Genomic information 
belongs to all three categories.

• The amendments should create the positive cycle 
of genomic medical science.
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個⼈人情報の取得・利利⽤用・提供に係る個情法等の例例外規定適⽤用の整理理

○個情法等では、要配慮個⼈人情報を取得する場合や、個⼈人
情報を第三者に提供する場合等は、原則として、あらかじめ
本⼈人の同意を受けておく必要がある。ただし、本⼈人同意を得る
ことを要しない場合として、例例外規定が定められている。

○個⼈人情報を取扱う機関ごとに、適⽤用される法律律・条例例が異異な
ることに留留意する必要がある。

○個⼈人情報の取扱いは、個情法適⽤用機関は同意、⾏行行個法・
独個法・条例例適⽤用機関は所掌事務の範囲内が原則である。

40

個⼈人情報の取得・利利⽤用・提供に係る例例外規定等⼀一覧
主な対象機関 適⽤用 分類 法律律の例例外規定 関係条項

私⽴立立⼤大学・学
会 等

個情法
【適⽤用除外】

取得・提供
⾃自機関利利⽤用

●私⽴立立⼤大学、学会等の学術研究機関が学術研究を⾏行行う
場合 個情法第76条第1項第3号

⺠民間病院・企
業 等 個情法

取得
(要配慮のみ) ●法令令、緊急、公衆衛⽣生、法令令事務、公開、政令令 個情法第17条第2項各号

⾃自機関利利⽤用 ●変更更前の⽬目的と関連性がある場合
●法令令、緊急、公衆衛⽣生、法令令事務

個情法第15条第2項
個情法第16条第3項各号

提供【国内】

●法令令、緊急、公衆衛⽣生、法令令事務 個情法第23条第1項各号

●オプトアウト（要配慮個⼈人情報を除く） 個情法第23条第2項

●委託、事業承継、共同利利⽤用 個情法第23条第5項各号

提供【外国】 ●法令令、緊急、公衆衛⽣生、法令令事務
●第24条に規定する基準に適合する場合

個情法第23条第1項各号
個情法第24条

国 ⾏行行個法
⾃自機関利利⽤用 ●変更更前の⽬目的と相当の関連性がある場合

●⾃自機関利利⽤用＋相当な理理由
⾏行行個法第3条第3項
⾏行行個法第8条第2項第2号

提供 ●他の⾏行行政機関等へ提供＋相当な理理由
●他の⺠民間企業等へ提供＋専ら学術研究／特別の理理由

⾏行行個法第8条第2項第3号
⾏行行個法第8条第2項第4号

独法・国⽴立立⼤大
学 等 独個法

⾃自機関利利⽤用 ●変更更前の⽬目的と相当の関連性がある場合
●⾃自機関利利⽤用＋相当な理理由

独個法第3条第3項
独個法第9条第2項第2号

提供 ●他の⾏行行政機関等へ提供＋相当な理理由
●他の⺠民間企業等へ提供＋専ら学術研究／特別の理理由

独個法第9条第2項第3号
独個法第9条第2項第4号

地⽅方公共団体 条例例 取得・利利⽤用・提供 ●各条例例が適⽤用される 条例例
41

Articles of exceptions, exceptional clause
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会 等

個情法
【適⽤用除外】

取得・提供
⾃自機関利利⽤用

●私⽴立立⼤大学、学会等の学術研究機関が学術研究を⾏行行う
場合 個情法第76条第1項第3号

⺠民間病院・企
業 等 個情法

取得
(要配慮のみ) ●法令令、緊急、公衆衛⽣生、法令令事務、公開、政令令 個情法第17条第2項各号

⾃自機関利利⽤用 ●変更更前の⽬目的と関連性がある場合
●法令令、緊急、公衆衛⽣生、法令令事務

個情法第15条第2項
個情法第16条第3項各号

提供【国内】

●法令令、緊急、公衆衛⽣生、法令令事務 個情法第23条第1項各号

●オプトアウト（要配慮個⼈人情報を除く） 個情法第23条第2項

●委託、事業承継、共同利利⽤用 個情法第23条第5項各号

提供【外国】 ●法令令、緊急、公衆衛⽣生、法令令事務
●第24条に規定する基準に適合する場合

個情法第23条第1項各号
個情法第24条

国 ⾏行行個法
⾃自機関利利⽤用 ●変更更前の⽬目的と相当の関連性がある場合

●⾃自機関利利⽤用＋相当な理理由
⾏行行個法第3条第3項
⾏行行個法第8条第2項第2号

提供 ●他の⾏行行政機関等へ提供＋相当な理理由
●他の⺠民間企業等へ提供＋専ら学術研究／特別の理理由

⾏行行個法第8条第2項第3号
⾏行行個法第8条第2項第4号

独法・国⽴立立⼤大
学 等 独個法

⾃自機関利利⽤用 ●変更更前の⽬目的と相当の関連性がある場合
●⾃自機関利利⽤用＋相当な理理由

独個法第3条第3項
独個法第9条第2項第2号

提供 ●他の⾏行行政機関等へ提供＋相当な理理由
●他の⺠民間企業等へ提供＋専ら学術研究／特別の理理由

独個法第9条第2項第3号
独個法第9条第2項第4号

地⽅方公共団体 条例例 取得・利利⽤用・提供 ●各条例例が適⽤用される 条例例
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Ar#cles of excep#ons, excep#onal clause
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